
NSG

Internet

Azure Australia East (Non-Prod Partner)

Firewall-B

Untrust-VR Trust-VR
Static 

Routes

Firewall-A

Untrust-VR Trust-VR
Static 

Routes

Public IP 
Addresses

aee4pafp1vn
Eth0 Mgmt

10.148.1.4/25
Eth1 Untrust

10.148.1.132/25
4.196.83.15

Eth2 Trust
10.148.2.4/25

Eth1 Untrust
10.148.1.133/25

4.196.73.185

aee4pafp2vn

Front End IP: 20.167.26.246
External Load Balancer
ptr004ae-nhub-elb001

Eth0 Mgmt
10.148.1.5/25

Eth2 Trust
10.148.2.5/25

VIP: 10.148.1.6

Internal Load Balancer
ptr004ae-nhub-ilb001

ptr004ae-nhub-vnet001
10.148.0.0/21

Non-Prod APIM 
10.140.44.0/22

TCP 443

10.51.40.24
10.52.40.24

UDP 53

ees004ae-nhub-vnet001
10.140.0.0/21

Eth0 Mgmt
10.140.1.5

Eth0 Mgmt
10.140.1.4

Firewall-B

Untrust-VR Trust-VR
Static 

Routes

Untrust-VR Trust-VR
Static 

Routes

Firewall-A

Eth2 Trust
10.140.3.4

Eth2 Trust
10.140.3.5

aee4paf01vn

aee4paf02vn

VIP: 10.140.3.6

Internal Load Balancer
ees004ae-nhub-ilb001 

Express Route

On-premises

ASN 64622

ASN 64623

SwitchDin AWS-Sydney

AWS VPN 
Gateway

Non-Prod 
Utility Server

10.192.20.0/22

16.176.191.206

54.66.66.102

52.63.243.147

54.206.58.99

Tunnel1 
VPN Connection1

BGP Peer 169.254.10.0/30

Tunnel2 
VPN Connection1

BGP Peer 169.254.10.4/30

Tunnel1 
VPN Connection2

BGP Peer 169.254.10.8/30

Tunnel2 
VPN Connection2

BGP Peer 169.254.10.12/30

ASN 65666

.1
.2

.3

.4

.9

.13
.14

.10

Azure Australia East (Non-Prod)

VNET Peering
ees004ae-nhub-vnet001-to-ptr004ae-nhub-vnet001



Azure Australia East (Prod Partner)

Firewall-B

Untrust-VR Trust-VR
Static 

Routes

Firewall-A

Untrust-VR Trust-VR
Static 

Routes

aee1pafp1vp
Eth0 Mgmt
10.149.1.4

Eth1 Untrust
10.149.2.4
68.218.14.230

Eth2 Trust
10.149.3.4

Eth1 Untrust
10.149.2.5

4.196.64.62

aee1pafp2vp

Eth0 Mgmt
10.149.1.5

Eth2 Trust
10.149.3.5

VIP: 10.149.3.6

Internal Load Balancer
ptr001ae-phub-ilb001

ptr001ae-phub-vnet001
10.149.0.0/21

10.51.40.24
10.52.40.24

UDP 53

Prod APIM 
10.142.44.0/22

TCP 443

ASN 64612
Front End IP: 4.237.255.238
External Load Balancer
ptr001ae-phub-elb001

ASN 64613

NSG

Internet

Public IP 
Addresses

SwitchDin AWS-Sydney

AWS VPN 
Gateway

54.66.71.67

54.252.13.61

3.104.195.175

52.64.158.113

ASN 64666

Prod Utility 
Server

10.194.20.0/22

Tunnel2 
VPN Connection2

BGP Peer 169.254.10.32/30

Tunnel1 
VPN Connection2

BGP Peer 169.254.10.28/30

Tunnel2 
VPN Connection1

BGP Peer 169.254.10.24/30

Tunnel1 
VPN Connection1

BGP Peer 169.254.10.20/30
.22

.26

.30

.34

.21

.25

.29

.33

Firewall-B

Untrust-VR Trust-VR
Static 

Routes

Eth0 Mgmt
10.142.1.5

Eth0 Mgmt
10.142.1.4

Untrust-VR Trust-VR
Static 

Routes

Firewall-A

Eth2 Trust
10.142.3.4

Eth2 Trust
10.142.3.5

aee1paf01vp

aee1paf02vp

VIP: 10.142.3.6

ees001ae-phub-vnet001
10.142.0.0/21

Internal Load Balancer
ees001ae-phub-ilb001

Express Route

On-premises

Azure Australia East (Prod)

VNET Peering
ees001ae-phub-vnet001-to-ptr001ae-phub-vnet001


